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Defamation by chatbot:
Why Section 230 doesn’t protect
the new tech

For 30 years, Section 230 insulated platforms from liability, but generative Al is forcing courts
to ask a new question: When Al speaks, is it third-party content, or the provider's own?

By Krista L. Baughman

or 30 years, technology com-
panies have operated with
assurance that Section 230
of the Communications De-
cency Act broadly shielded them
from liability tied to third-party con-
tent. But with the advent of novel
artificial intelligence technology, Sec-
tion 230’s protections are now be-
ing tested by plaintiffs who allege
harm at the hands of generative Al
One example is the pending case of
Wolf River Electric v. Google LLC, in
which a Minnesota solar company
alleges that Google’s Al Overview
falsely told its potential customers
that it had been sued by the state attor-
ney general for deceptive practices.
As courts begin to confront the
application of Section 230 to this
new frontier, they will need to de-
termine whether generative Al re-
sponses to user queries constitute
third-party content-or instead,
whether Al providers are them-
selves responsible for what their
systems generate.

Section 230’s text and limita-
tions

Congress enacted Section 230 in
1996 to promote free expression
on the then-burgeoning internet
while protecting platforms from the
burdens of policing vast amounts of
third-party content. The first policy
objective-promotion of free expres-
sion-is reflected in subsection (c) (1)’s
immunity for a platform that pas-
sively hosts “information provided
by another information content pro-

vider.” This codifies Congress’s
choice to protect companies that
“serve as intermediaries for other
parties’ potentially injurious mes-
sages,” as recognized by the 9th
Circuit in Zeran v. AOL. The second
objective-encouraging ISPs to vol-
untarily block or filter offensive
material without fear of liability-is
reflected in subsection (c) (2)’s pro-
tection of “good faith” efforts to
moderate content.

These are the primary protec-
tions Section 230 provides. But when
evaluating the statute’s scope, it is
equally important to consider what
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the statute does not do-including
protect ISPs for their own unlawful
speech.

This was established in the sem-
inal case of Fair Housing Council
v. Roommates.com, which held that
platforms lose protection when
they “materially contribute” to con-
tent creation. The 9th Circuit held
that by requiring users to disclose
protected characteristics in a drop-
down menu as a condition of ac-
cessing its services, Roommates.
com took an active role in creating
discriminatory content, thus strip-
ping immunity.

Since 1996, courts have dramatic-
ally expanded the scope of Section
230, immunizing platforms from all
manner of legal claims, including
those involving user posts, terror-
ist recruitment materials, false dat-
ing profiles and use of algorithms
to present third-party content. But
notably, in each of these examples,
the underlying speech at issue was
generated by third parties. This pre-
sents a legally significant difference
from cases alleging defamation by
generative Al.

Defamation-by-chatbot falls
outside Section 230

As of today, no court has explicitly
extended Section 230 immunity to
generative-Al outputs. And there are
compelling textual, legal and policy
reasons why this should remain
the status quo.

Based on its text, Section 230
addresses liability for information
generated by third parties-not for
new outputs generated by Al com-
panies. In Wolf River, for example,
Google’s Al Overview is alleged
to have generated novel asser-
tions about plaintiff company that
existed nowhere on the internet,
and to have cited to “sources” that
did not contain the defamatory as-
sertion the Al had published. Fac-
tually, this is a marked departure
from the functioning of traditional
search features, which display links
and excerpts from the websites that
first published the content.

Indeed, the creative capacity of
artificial intelligence is why we call
it “generative” Al: Its value lies in



creating fresh content, not regur-
gitating existing text. If ChatGPT
simply copied and pasted exist-
ing speech from other websites,
the output would be redundant of
search browser functionality and
unhelpful to users.

‘While Al companies cannot deny
that their products do more than
copy and paste from other parts of
the internet, they may argue that
chatbots “remix” information found
in the training data, thereby justify-
ing Section 230 immunity. This ar-
gument should fail in cases where
a plaintiff can prove that the false
information never existed in any
form prior to being published by
a chatbot. Moreover, as Professor
Eugene Volokh observes in Large
Libel Models? Liability for AI Out-
put, all human speech is a product
of rearranging encountered words
and patterns, yet that reality does
not immunize humans from as-
sembling defamatory statements.
AT's generative nature places Al
companies squarely in the role of

content creator, not neutral platform
for third-party speech. For these
reasons, subsection (c) (1) cannot
protect generative-Al outputs.
Section 230(c) (2) is equally un-
likely to provide protection, as the
text assumes platforms moderate
someone else’s content and thus
would not immunize outputs that
are created by a platform’s own
generative systems. Moreover, (c)
(2) immunity is contingent on the
provider acting in “good faith,” so
allegations of bad faith-such as libel-
would undermine its applicability.
Finally, from a legal and policy
perspective, granting blanket im-
munity for Al platforms should give
considerable pause, as it would cre-
ate an accountability vacuum that
has never before existed in defa-
mation law. In traditional cases of
online libel, while the victim may
be prevented by Section 230 from
suing the platform directly, she can
(at least, in theory) pursue a claim
against the original, human pub-
lisher of the speech. However, no

third-party human speaker exists
in Al defamation cases, thus pre-
cluding a victim from seeking re-
lief. This outcome is particularly
worrisome given the significant in-
stitutional credibility carried by Al
outputs: When the imprimatur of
Google, OpenAl or Meta appears
above fabricated accusations, read-
ers are likely to trust them. Depriv-
ing individuals of redress for the
destruction of their good names
and reputations would be an un-
precedented result that should be
given serious consideration.

A different technology

demands a different approach
Recently, calls for Al regulation
have intensified, yet no federal leg-
islation has emerged. In this vac-
uum, litigants will continue to as-
sert defamation liability against Al
companies for generative outputs,
and courts must contend with whe-
ther a law designed for passive in-
termediaries can govern generative
Al Fortunately for the courts, Sec-

tion 230 need not be rewritten in
this process-because the statute
never promised immunity for orig-
inal content in the first place.
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